RouterOS — ceTeBas onepaunoHHas cuctema Ha 6ase Linux yctaHoBneHa Ha Bcex
mapupyTtusatopax Mikrotik.

Yctpownctea komnaHum Mikrotik cTanu lwmpoko pacnpocTpaHeHbl n3-3a CBOEW LeHbl No
OTHOLLEHUIO K (pyHKUMOHany. Ho 1 owmnbkn B nporpaMMHOM obecnevyeHnm HUKTO He
OTMEHSN.

MHCTPYKLMS KaK 3aKpbITb Camble onacHble ysi3BuMMocTu RouterOS.
1. DNS-UDP-53nopT:
Mo ymonyanuto 53 nopt oTkpbIT Ha BCEX nHTepdericax, B TOM ymcne n3 rnodaneHoro

nHTepHeTa. PaHo nnun no3gHo, y Mikrotik ¢ 6enbim ip agpecom, MOXHO 3aMeTUTb Harpysky
Ha Npoueccop 1 yTeyky Tpadumka, KoTopasa BbldBaHa BHeLWHUMM 3anpocamu K Bawemy DNS

cepsepy.

EcTb oTnnyHoe pelweHne gaHHon npobnembl. Heobxoammo aobasuTtb npasuno B IP —
Firewall — Filter Rules:

/ip firewall filter
add chain=input action=drop in-interface=pppoe-outl protocol=udp dst-port=53

roe pppoe-outl Has3BaHWe BHelHero nHtepgenca. B Winbox ato genaeTtcs Tak:

| Firewall Rule <53

General | Advanced Bxtra  Action  Statistics
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Chain: | TR * Cancel

Src. Address: hd
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ply

Dst. Address: i Disable

Protocol: 7 fudp) Comment
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Src. Port: 57 G

Dst. Port: h3 FS Remove
Any. Port: - Reset Counters

Reset All Counters
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In. Interface: pppoe-out 1

COut. Interface: A

In. Interface List: v
Out. Interface List: 7
Packet Mark: hd
Connection Mark: &
Routing Mark: hd
Routing Table: hd
Connection Type: hd

Connection State: 7

Connection NAT State: A

enabled




Firewall Rule <53

General  Advanced Bdra Pdion‘staum

Action: [T | + |

[ Log
Log Prefix: | | -~

Py
Remove
Reset Counters

Reset All Counters

Mocne yero Harpy3ska Ha npoueccop nponagéT, Baw DNS npekpaTtat ncnonb3osatb 4SS
DDoS-atak (DNS Amplification).



2. 3aKpblTb BCE OTKPbITbIE CINY>KEOHbIE NOPThI KOTOPbLIMY Bbl HE NOSb3YeTECH.

IP — Firewall — Service Port, BbIKNHOYNTb BCE:

Firewvall

Fiter Rules  NAT  Mangle Raw Service Ports Connections  Address Lists  Layer7 Protocals

[2]l] [7]

|Name + |Parts SIP Direct Media  |SIP Timeout
@ doop
o fp 21
@h323
@i 6667
@ pptp
2 scip
@ sip 5060, 5061 01:00:00
@ iftp ]
@ udplite
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3. Kak 3awmtntb Mikrotik Routerboard ot BHeLHMX BTOpXXeHMA ?
3OTO MOXHO caenaTb Tak, lNepexogum B pasgen IP — Service.

IP — Service, B NOABMBLUEMCSI OKHE Mbl BUAMM CMMNCOK 3anyLleHHbIX CEPBUCOB.

WINBOX — aT10 rpaduyecknin nutepdenc ana ynpaesnenust Mikrotik RouterBoard

WWW — 310 Beb cepBep, KOTOpbI AaeT BO3MOXHOCTb C MOMOLLbIO Gpay3epa NOAKMYNTCA
K Mikrotik RouterBoard.

Port — 910 NOpT, Ha KOTOPOM CEPBUCHI OXMAAKT NOLKIHOYEHMS.

Available From — ykasbiBaeT, Ang Kakoro ip agpeca unu nogceTtn paspeLleH JocTyn.
0.0.0.0/0 paspewaet goctyn ¢ ntoboro IP agpeca.

IP Service List

|ﬂwailable From

@ api-ssl
@ ftp

@ ssh

@ telnet

@ winbox
DWW

@ www-ss|




[nsa ynpaBneHns MUKPOTUKOM HyxHO ocTaBuTb WWW n WINBOX, Bce ocTanbHble
pekoMeHayeTCH BbIKIMOYNUTD.

ByaobTe octopoxHbl ¢ nameHeHuamm 8 WWW n WINBOX, ecnu Bbl caenaeTte 4To-TO He Tak,
MOXeTe HaBceraa noTepaTb AOCTYN K poyTepy, pekoMmeHayeM BKNounThb "besonacHbin
pexum npexae Yem BHOCUTb Tam nameHeHns". besonacHbin pexxum B WINBOX
BKIlOMaeTCs Tak:

A Tools

New Teminal
MetaROUTER
#= Parition

| Make Supout rif
& Manual

@ New WinBox

B Ext

nocrie 4Yero Bbl MOXeTe OrpaHnNYnTb NOACETU ANS AOCTyNa K MUKPOTUKY, B NEPBYIO ovepeb
TaM HYXXHO nponucaTb NoKanbHy NoACeTb, MO yMonyaHuio ato 192.168.88.0/24 n
BHELLHWe 1N agpeca oTkyAa OyaeTt paspelleHo nogkntoyartcs, anornyHo gnsa WWW.



Mpumep:

IP Service <winboo:

MName: |w1'r1box

Port: 8291

Awailable From: |109.94.1.2]

1192.168.88.0/24

B0O3MOXHO 3TW HAacCTpPoOnkM BaM HeTPebyroTCS, HO BCe paBHO Mbl peKOMeHAYeM UX caenathb.
[Heno B To 4TO B HacTponkax Bawero Firewall yxe moxeT 6biTb 3abnokMpoBaH 4OCTYN U3
BHe, HO Tak bbiBaeT He Bcerga.

4. PexomeHOyeM Kak MOXHO 4Yawle o6HoBnATb RouterOS, obHoBnenuna MN.0. MoXHO ckayaTb
C ohuumnanbHoro canra:

https://mikrotik.com/download
HyxHoe IN.0. (Main package) 3arpyxaeTtcs B 3aBUCUMOCTU OT MOAENu BaLlero
MapLipyTmM3aTopa, pekomeHayetcsa Bepcus Stable.

S
MikroTik Home About Buy Jobs Hardware Software  Support  Training  Account

SOftWare Downloads ~ Changelogs  Download archive  RouterOS  The Dude

Upgrading RouterOS

If you are already running RouterOS, upgrading to the latest version can be done by clicking on
"Check For Updates” in QuickSet or System > Packages menu in WebFig or WinBox.

See the documentation for more information about upgrading and release types.

To manage your router, use the web interface, or download the maintenance utilities. Winbox to
connect to your device, Dude to monitor your network and Netinstall for recovery and re-installation.

The Dude ~ Netinstall ~

RouterOS (2]
5.26 (Legacy) 6.40.9 (Long-term) 6.43.2 (Stable) 6.44betad (Testing)
MIPSBE g’yﬁﬂsﬂcsﬁ‘ﬁcﬂﬁ:ﬂrrz?nz?ux;v&sg:mLiﬁeijTm mAF, NetBox, NetMetal, PowerBox, QRT, RBSiox, cAP, hEX Lite, RE4xx, wAP, BaseBox,
Main package
Exira packages [g] E] [g]
SMIPS AP mini, hAP fite
Main package -

Extra packages -


https://mikrotik.com/download

5. Kak onpegenutb yto Baw 6bin Mikrotik B3JTOMAH.
Ecnu B norax Bbl BUAMTE NogobHyH0 3anmch:

Jul/22/208 220610 memony info fetch: file "mikratik. php'" downloaded
Juld22/2M 8 220742 memary infa fetch: file mikratik. php'' downloaded
Jul/22/2M 38 220315 memany infa fetch: file "'mikratik. php'' downloaded
Jul/22/2ME 220345 memany infa fetch: file "'mikratik. php'' downloaded
Jul/22/2ME 2223111 memany infa fetch: file "'mikratik. php'' downloaded
Jul/22/2M 38 2223445 memary infa fetch: file "'mikratik. php'' downloaded
Juld22/2018 2223742 memony info fetch: file "mikratik. php'" downloaded
Jul/22/208 22:3317  memony info fetch: file "mikratik. php'" downloaded
Jul/22/208 2350:43  memony info fetch: file "mikratik. php'" downloaded
Jul/22/2M8 2351:43  memary infa fetch: file mikratik. php'' downloaded
Jul/22/2M 38 235214 memaony infa fetch: file "'mikratik. php'' downloaded
Jul/22/2M a8 235443 memany infa fetch: file "'mikratik. php'' downloaded
Jul/22/2M 38 235513 memany infa fetch: file "'mikratik. php'' downloaded
Jul/22/2M a8 235612 memany infa fetch: file "'mikratik. php'' downloaded
Juld22/2018 235713 memony info fetch: file "mikratik. php'" downloaded
Jul/22/2018 235941 memony info fetch: file "mikratik. php'" downloaded
Jul/23/2M8 00:00:41  memony info fetch: file "mikratik. php'" downloaded
Jul/232MEB 000118 memary infa fetch: file mikratik. php'' downloaded
Jul232M 3 000210 memary infa fetch: file "'mikratik. php'' downloaded
Jul/232ME 000318 memany infa fetch: file "'mikratik. php'' downloaded
Jul/23/2M 8 000340 memary infa fetch: file "'mikratik. php'' downloaded
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3Ha4YUT MUKPOTKK BbIN B3nomaH, dann mikrotik.php Bbl HangeTe B katanore Files .

EaomHctBeHHoe 100% paboyee pellieHne Ha AaHHbIi MOMEHT 3TO NOJSHbLIN cOpocC
MaplpyTtumsatopa, obHoBneHue N.0. n pekomeHgaumm n3 3Tor UHCTPYKLMMW.



